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What the Customer can Expect:

e Their device will be completely wiped
e |t will be like a factory reset device and then they will be managed and supervised

Requirements before you start.

e You need a Mac
e Download Apple Configurator on that Mac

e Have your Mac connected to the internet through an ethernet cable because you will
have to share your internet with mobile devices. Get any adaptors you may need for
that.

e Get Apple iPad and iPhone cables. You will need ones that fit USB-C ports and lightning
ports on mobile devices. Issues have been seen with some cables that are not Apple
branded. Additionally, the Mac USB-C cable that comes with older model of Macs does
not work to connect the mobile devices to the Mac you are using. It does not transfer
data.



Configuring Apple Configurator Settings for Blueprints
1. Open Apple Configurator.

L] All Devices

All Dovices

2. Open the settings for Apple Configurator.

.' Apple Configurator File Edit Actions View Account Window

About Apple Configurator

Settings...

Paired Devices...

Provide Apple Configurator Feedback...
Migration Assistant...

Install Automation Tools...

Services

Hide Apple Configurator
Hide Others

Quit Apple Configurator

All Devices Supervised Unsupervised Recovery




1. Creating Organization — Same for All Blueprints

2. Go to the Organization tab.
a. Press the + button.

Organizations

Click add (+) to create a new organization.

3. A “Create an Organization” window will appear
a. Click Next.

4. You will then get a prompt to “Sign in with the Apple School Manager Account”
a. Contact the UEM Apple Team

Sign in to Apple School Manager or Apple Business Manager

Cancel Previous Skip

5. You will be asked to Generate or Choose a supervision identity.
a. Choose “Generate a new supervision identity”

2. Creating the Server—
NOTE: You can use different servers for different blueprints or the same server for all
blueprints and change the MDM Server in ASM once enrolled

1. While still in the preferences window navigate to the “Server” tab, this is next to the
“Organizations” tab
2. Press the + button to add a new server



Servers

Click add (+) to create a new server.

3. A “Define an MDM Server” window will open,
a. Hit “Next”.
4. Now you need to enter the MDM server information
a. Enter Name: This should match the MDM Server name in ASM
b. Enter Host name or URL: This will be the URL for the Prestage and is found on
the last page of this document.
c. Hit “Next”

Define an MDM Server

Enter a name and the enroliment URL for this server. If you don't know it,
enter the server's host name or IP address, and Configurator will attempt to
discover it.

Name:

Host name or URL: https://myserver.local/devicemanagement/mdm/dep_md

Previous

5. The “Define an MDM Server” window will close and you will see the MDM Server
you added in the list.

*** NOTE: You will need to re-enter the URL again since it will revert the one you just
entered back to the unspecified “Cloud Enroll” which will not enroll the device properly
and it will prompt for a Jamf Enrollment account and password. This is not needed if the
URL is set correctly.



2.a To Fix the Enrollment URL after adding the MDM Server
6. Select the MDM Server you want to edit and hit the “Edit” button.

a.
b.

Verify the Name : This should match the MDM Server name in ASM
Enrollment URL: This will be the URL for the Prestage and is found on the last
page of this document.

i. The URL will show a https://tamu.jamfcloud.com/cloudenroll

ii. Replace with the correct URL for the prestage
Trust Certificates: Do not select any option here.

Hit “Save”
Check once more just to be sure. If the URL stayed the same and is complete,
then we are done adding the MDM Server

Repeat for as many servers as needed

Name: TAMU - Techology Services

Enroliment URL: | https://ftamu.jamfcloud.com/cloudenroll

Trust Certificates:  *jamfcloud.com
Amazon RSA 2048 M03
Amazon Root CA 1

+

Cancel

Name: TAMU - Technology Services

Enrollment URL: 'https://tamu.jamfcloud.com/configuratorenroll?invitation="

Trust Certificates:  *jamfcloud.com
Amazon RSA 2048 M03
Amazon Root CA 1

+

7. You can now completely close the Settings window.

Creating Blueprints

1. Click the “Blueprints” button on the top of Apple Configurator
a. Select “Edit Blueprints” from the drop-down menu


https://tamu.jamfcloud.com/cloudenroll

Edit Blueprints

2. Click “New” at the bottom left corner to create a new Blueprint

0 blueprints

w

Name the new Blueprint like “Add Mobile Device to ASM”

4. Double click the blueprint.

a. The view will change.

b. Make sure the Target is set to “iPad, iPhone, and iPod touch”

Add Mobile Device t... J > 3

Add Mobile Device to ASM

Apple TV

Blueprint iPad
Target + iPad iDhana and iPad tauch
iPhone and iPod touch
Storage s

BLUEPRINT

No Actions
Perform prepare, restore, or update actions and they will appear here.

Device

No Actions
Perform other device actions and they will appear here.

Modify the device name

1. With the blueprint open navigate to the tope right hand menu bar
2. Actions > Modify > Device Name



‘ Apple Configurator File Edit Actions View Account Window Help

Add

Remove

) Add Mc 8-

D Info Modify Device Name...

>
>
>
>

Export Wallpapers...

% Apps

Home Screen Layout...
Restore
Update...
Prepare... Blueprint

Restore from Backup...

> Profiles

Apply
Back Up

Advanced

3. From the + drop down menu select “Serial”

Rename device

Click the add (+) button to append a token. Each device will be named identically,
numbered sequentially, and the tokens will be replaced with unique variables.

+ v

Number
Serial
Type
Capacity
Port

Station

4. Once you do you will see a blue box that says Serial inside it. Click “Rename”

Rename device

Click the add (+) button to append a token. Each device will be named identically,
numbered sequentially, and the tokens will be replaced with unique variables.

Serial

+ v Cancel Rename

5. Your configuration will now be updated. In the “Device” section of the blueprint you
will now see “Device Name” is set to “Serial”.

Device

Serial

Prepare the blueprint.
1. Click Prepare at the top of Apple Configurator



Add Mobile Device t...

Blueprints

Add Mobile Device to ASM

Blueprint

iPad, iPhone, and iPod touch

Empty

BLUEPRINT

No Actions
Perform prepare, restore, or update actions and they will appear here.

1. Manual Configuration

a. Choose “Manual Configuration” to Prepare with from the drop-down
menu
b. Then make sure the following are selected:
i. Addto Apple School Manager or Apple Business Manager
ii. Activate and Complete Enrollment
iii. Supervise Devices
iv. Allow Devices to pair with other computers
c. Then hit “Next”

Prepare Devices

Preparing devices is the first step in any deployment. You need to prepare
devices before you distribute them to users.

Prepare with: Manual Configuration <
~ Add to Apple School Manager or Apple Business Manager
« Activate and complete enroliment

+ Allow devices to pair with other computers
Enable Shared iPad

Cancel




2. Select the MDM Server
a. Ifyou did not create the MDM Server beforehand it will prompt you to add
one here, so follow the steps from the instructions earlier .
b. If you created the MDM Server before creating the blueprint, it may auto
select a server for you.
i. You can select another sever for this blueprint if needed.
ii. Then hit “Next”

Enroll in MDM Server

Choose an MDM server to manage the devices remotely over the air, if desired.

Server: TAMU - Technology Services

Previous

3. Select the Organization:
a. Ifyou did not create the Organization beforehand it will prompt you to sign
in to ASM here, so follow the steps from the instructions earlier.
b. If you did create it beforehand it may auto select a server for you and skip
this option altogether or give you an option like below,
i. Select the “Texas A&M University” organization that we created.
ii. Click “Next”

Assign to Organization

Choose the organization which will be used to supervise the devices. Settings
will display the organization's contact information, which cannot be changed
without erasing the devices.

Organization: = Texas A&M University

Previous




4. Configure the iOS Setup Assistant.
a. Make sure to “Show all Steps” is selected.
i. These settings not selected in setup can still be changed later.
b. Click “Next”

Configure iOS Setup Assistant

Choose which steps will be presented to the user in Setup Assistant.

Setup Assistant: = Don't show any of these steps £

Cancel Previous

5. Network Profile
a. We will not add any network profile. Click “Next”

Choose Network Profile

The device will communicate with Apple School Manager or Apple
Business Manager and the MDM server to complete enroliment. If needed,
choose a configuration profile containing your Wi-Fi network settings.

Profile: u ©  Choose...

Cancel Previous




6. Automated Enrollment Credentials
a. Ifyou created the server correctly and made sure the correct URL was saved,
then this will not be an issue.
b. Leave blank and click “Prepare”

Automated Enroliment Credentials

Provide the user name and password to use when enrolling in the MDM
server, if needed.

User Name:

Password:

Previous Prepare

7. Final Check
a. Check that the URL is correct in this final window.

i. Its not correct If it looks like this — you need to update the URL in the MDM

Server settings page as mentioned on Page 8.

Manual
Yes
Yes

pe

Texas A&M University
https://ftamu.jamfcloud.com/cloudenroll

ii. It is correct if it looks like this:

Manual

Yes

Yes

Texas A&M University
https://tamu.jamfcloud.com/configuratorenroll?

invitation=196654181870648174112213463668971250
604

Yes

Yes

Skip:

Language

b. Click “Done” at the bottom right.



Set up Internet Sharing
Once the blueprint is created and you are ready to enroll the devices into ASM you will
need to make sure the device is sharing the ethernet connection from the computer

=

Open the Computer System Settings:
Using the Search Bar lookup “Internet Sharing” or to navigate to it:
a. General -> Sharing -> Internet Sharing

3. Make sure the setting is turned off.

a. To edit the settings internet sharing must be turned off the entire time.
4. Hit the information icon next to the ON/OFF toggle to go into the settings
a. For “Share your connection from” this is your ethernet connection

i. Your ethernet connection name can be verified in the Network Settings
b. For “To Devices Using” this is the Mobile Devices you are sending internet to

i. Once the device is connected to the computer via a usb cable it will
show as “iPhone USB” or “iPad USB”
1. Toggled these on.

a. Turn the internet sharing on and confirm you want to turn Internet Sharing on

N

Share your connection from

To devices using

Are you sure you want to turn on
Internet sharing?

If your computer is connected to a
network, turning on Internet sharing may
affect the network settings of other
computers and disrupt the network.
Contact your system administrator
before turning on Internet sharing.

Cancel Turn On

Apply Blueprint to Device

Wi-Fi

Ethernet Adapter (en6)
USB 10/100/1000 LAN
iPhone USB

Ethernet Adapter (en7)
Ethernet Adapter (en4)
Thunderbolt Bridge
Thunderbolt Ethernet Slot 1
Thunderbolt Ethernet Slot 2




1. Navigate back to Apple Configurator
a. Make sure you are not in the “Editing Blueprints” page the top of the page

should say “All Devices”
2. Select the devices that you want to prepare

[ ] All Devices

All Devices

3. Rightclick on the iPad or iPhone
4. Select “Apply” from the drop down menu
5. Choose the Blueprint you created
a. It may give you a pop up telling you it needs to wipe the device, hit “Ok”

Add
Remove
Modify
Export

Restore

Update...

Prepare...

Restore from Backup...

Apply [j Add Mobile Device to ASM

Back Up
Advanced

Get Info
Quick Look
Tags...



List of MDM Servers

Academic Support -
https://tamu.jamfcloud.com/configuratorenroll?invitation=78448630558465410639329813514
22029892

Athletics -
https://tamu.jamfcloud.com/configuratorenroll?invitation=30932739292013614265554409324
2772486287

Cellular Devices -
https://tamu.jamfcloud.com/configuratorenroll?invitation=18371422839657566502659756304
8917279233

College of Arts & Sciences -
https://tamu.jamfcloud.com/configuratorenroll?invitation=18984108102673320190814845052
7007411905

College of Engineering -
https://tamu.jamfcloud.com/configuratorenroll?invitation=18461477884793026135810662771
5051323594

Health -
https://tamu.jamfcloud.com/configuratorenroll?invitation=83063840447727268129812387042
283803230

IT Research -
https://tamu.jamfcloud.com/configuratorenroll?invitation=17572339927959235039086744672
9154502761

IT Strategic Alliances & Partnerships -
https://tamu.jamfcloud.com/configuratorenroll?invitation=13400343174783835225192727405
0716779055

Labs & Conference Rooms -
https://tamu.jamfcloud.com/configuratorenroll?invitation=82581416606850587914622112107
368976989

Residence Life -
https://tamu.jamfcloud.com/configuratorenroll?invitation=17076200618833608870598910255
3570086993



School of Performance, Visualization & Fine Arts -
https://tamu.jamfcloud.com/configuratorenroll?invitation=54546471896085161530513685328
433603140

School of Veterinary Medicine -
https://tamu.jamfcloud.com/configuratorenroll?invitation=14743243468144287327575165525
8546295400

Technology Services -
https://tamu.jamfcloud.com/configuratorenroll?invitation=19665418187064817411221346366
8971250604

Galveston -
https://tamu.jamfcloud.com/configuratorenroll?invitation=72571401275320164335688979300
655711877

Qatar -
https://tamu.jamfcloud.com/configuratorenroll?invitation=97246270931834129434245943350
584413001



